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Wireless LAN 
R F  P rin c ip les

Overview
In order to fully understand the 802.11 technology, it is necessary to hav e a clear concep t of how  w ireless 
w ork s at the first layer of the O S I m odel. A t the heart of the p hysical layer is radio freq uency (R F )  
com m unications. T his lesson w ill giv e you the tools to understand w hat hap p ens w hen a dev ice sends a 
w av e.

Ob j ec t ives
U p on com p leting this lesson, you w ill b e ab le to describ e the p rincip les of W ireless L A N s R F . T his ab ility 
includes b eing ab le to m eet these ob j ectiv es:

D escrib e the concep t of w av elength
D escrib e the concep t of w ireless sp ectrum
D escrib e freq uency
D escrib e the concep t of am p litude
D escrib e F ree P ath L oss M odel
D escrib e ab sorp tion
D escrib e reflection
D escrib e m ultip ath
D escrib e scattering
D escrib e refraction
D escrib e L ine O f S ight (L O S )
D escrib e the F resnel z one
D escrib e R S S I and S N R



2

© 20 0 8 C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . I U W N E  v 1. 0 —1-2

Wireless Spectrum
� Wireless networks use RF signals
� RF are elec trom agnetic  wav es
� S p ec trum  d ef ines wav es siz es,  group ed  b y  c ategories
� Wireless network rad io range is in th e m ic rowav e segm ent

M any dev ices use radio w av es to send inform ation. A  radio w av e can b e defined as an 
electrom agnetic field radiated from  a sender. It p rop agates to a receiv er that receiv es its 
energy. L ight is an ex am p le of electrom agnetic energy. T he eye can interp ret it to send its 
energy to the b rain, w hich w ill in turn transform  it into im p ressions of colors.
D ifferent w av es hav e different siz es, ex p ressed in m eters. A nother unit, H ertz  (H z ) , 
ex p resses how  often a w av e occurs p er second. W av es are group ed b y category, each group  
m atching a siz e v ariation. T he low er siz ed w av es are in the sonic category, the highest in 
the G am m a ray group .
H um ans utiliz e the w av es that a hum an b ody can not p erceiv e to send inform ation. 
D ep ending on the typ e of inform ation to send, certain w av e group s are m ore efficient than 
others in the air. T hey are said to hav e different p rop erties. O v er the years, different needs 
and different regulations necessitated the creation of different sub group s.
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F req uen cy

� T h e f req uenc y  d eterm ines h ow of ten a signal is seen
� 1  c y c le p er sec ond  is 1  H ertz
� L ow f req uenc y  trav el f arth er in th e air th an h igh er f req uenc ies

T he w av e is alw ays sent at the sp eed of light as it is a m agnetic field. T his m eans that it w ill 
tak e a shorter or longer tim e to trav el one cycle:  if a signal w av elength is 5  m illim eters long, 
it w ill tak e less tim e to trav el a cycle than if it is 4 00 m eters long, as the sp eed is the sam e in 
b oth cases. T he natural conseq uence of this difference w ill b e that, as the longer signal 
tak es m ore tim e to trav el one cycle, there w ill b e less of its cycles in one second than of the 
first one.
T here is a direct relationship  b etw een the f req u en c y (how  often it is seen)  of a signal and 
the wa vel en g t h (the distance the signal trav els in one cycle)  of the sam e signal:  the shorter 
the w av elength, the m ore often the signal w ill rep eat itself ov er a giv en tim e, therefore the 
higher its freq uency.
W hen the signal occurs once a second, it is said to b e a one H ert z signal. A  signal occurring 
ten tim es a second is a 10 H ertz  ( H z )  signal;  a m illion tim es a second is a M egahertz  
( M H z ) . A  b illion tim es a second is a G igahertz  ( G H z ) . T his p lays a role in w ireless 
netw ork s, as signals of low er freq uencies are less affected b y the air than those of higher 
freq uencies.
T his is som ething w hich can b e seen in ev eryday life:  w hen a car ap p roaches p laying loud 
m usic, the first sounds heard are the drum s and b ass. T his is due to the fact that low er 
freq uencies trav el further than the higher ones w ithout b eing affected b y the air.
W ireless netw ork s use the 2.4  G H z  b and and the 5  G H z  b and. It is therefore said that the 5  
G H z  b and allow s sm aller cov erage than the 2.4  G H z  one, and less than the freq uencies used 
for G S M , on 9 00 M H z .
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� T h e signal generated  in th e transm itter is sent to th e antenna
� T h e elec trons m ov em ent generate an elec tric  f ield  wh ic h  is a wav e
� T h e siz e of  th e c y c le p attern is c alled  th e wav elength

Wa v elen g th

A n R F  signal starts w ith an electrical alternating current (A C )  signal generated b y a 
transm itter. T his signal is sent through a cab le to an antenna w here it w ill b e “radiated” in 
the form  of an electrom agnetic w ireless signal. C hanges of electron flow  in an antenna, 
otherw ise k now n as current, p roduce changes in the el ec t ro m a g n et ic  f iel d s around the 
antenna and transm it el ec t ric  a n d  m a g n et ic  f iel d s .
A n alternating current is an electrical current w ith a direction that changes cyclically. T he 
shap e and form  of an A C  signal—defined as the w av eform  —is w hat is k now n as a sine 
w av e. T his shap e is the sam e as the signal radiated b y the antenna.
T he w av e sent has a certain siz e. In other w ords, from  one p oint of the cycle to the sam e 
p oint in the nex t cycle, there is a p hysical distance called wa vel en g t h . W av elength, usually 
rep resented b y the G reek  sym b ol λ (lam b da) , is the p hysical distance cov ered b y the w av e 
in one cycle.
W av elength distance is v ery im p ortant as it w ill determ ine som e p rop erties of the w av e:  
som e env ironm ents and ob stacles w ill affect the w av e, b ut the im p act w ill b e high or low  
dep ending on the w av elength and the ob stacle encountered. T his p henom enon is cov ered in 
m ore detail later in this lesson.
S om e A M  radio stations w ill use a w av e 4 00 or 5 00 m eters long. W ireless netw ork s use a 
w av e a few  centim eters long. S om e satellites use w av es ab out one m illim eter long.
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� A m p litud e is th e v ertic al d istanc e,  or h eigh t,  b etween c rests
� For th e sam e wav elength  and  f req uenc y ,  d if f erent am p litud e c an ex ist
� I t rep resents th e q uantity  of  energy  inj ec ted  in th e signal
� T h is v alue is usually  regulated  as it c an af f ec t th e rec eiv ers

A mplitud e

A nother im p ortant factor affecting how  a w av e is sent is a m p l it u d e. A m p litude can b e 
defined as the strength of the signal. F rom  a grap hical p ersp ectiv e, it is rep resented as the 
distance b etw een the higher and low er crest of the cycle.
T he G reek  sym b ol γ (gam m a)  is the com m on rep resentation of am p litude. It also affects the 
signal b ecause it rep resents the lev el of energy inj ected in one cycle. T he m ore energy 
inj ected, the higher the am p litude.
A n easy w ay to rep resent this concep t is to p lay the children’s gam e w here a rop e is tied to 
som ething solid, such as a w all. T he p layer then shak es the free end of the rop e, and this 
creates a w av e on the rop e. It req uires m ore energy to generate a b ig w av e than a sm all one.
T he am p litude can b e increased:  this is called am p lification. A m p lification can b e activ e, 
v ia an increase of ap p lied p ow er, or p assiv e, b y focusing the energy in one direction, 
through the use of an antenna. A m p litude can also b e decreased, w hich is called 
attenuation.
F inding the right am p litude for a signal is a delicate ex ercise: the signal w ill w eak en as it 
m ov es aw ay from  the em itter. If the signal is too w eak  w hen arriv ing at the receiv er, it w ill 
b e unreadab le, b ut if it is too strong it w ill req uire too m uch energy to b e generated (i.e. w ill 
b e v ery costly) , and m ay b e too strong for the receiv er and could dam age it.
T his is another gam e children p lay, w here they shout at each other. If they are too far aw ay, 
they m ay not hear each other. B ut if they are too close and shout too loud, they m ay deafen 
each other. T his dem onstrates that there is an ap p rop riate v olum e for the usual distance of a 
norm al conv ersation.
T here are regulations that define w hich are the right am ounts of p ow er for each typ e of 
dev ice, dep ending on the usual ex p ected distance, to av oid this typ e of issue.
A m p litude can b e m odified dynam ically b y the transm itter;  this is called am p litude 
m odulation, or A M . S om e radio stations use this to encode the inform ation they send to a 
radio receiv er. O thers p refer to change the freq uency of the signal to encode the 
inform ation;  this is called freq uency m odulation, F M .
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F ree P a th  L o ss

� A s th e wav e sp read s away  f rom  th e em itter,  it gets weaker:
– T h e  q u a n t i t y  o f  e n e r g y  d e c l i n e s  a s  t h e  d i s t a n c e  i n c r e a s e s :  t h e  a v a i l a b l e  

q u a n t i t y  o f  e n e r g y  a v a i l a b l e  o n  e a c h  p o i n t  o f  t h e  c i r c l e  i s  l e s s a s  t h e  c i r c l e  
i s  l a r g e r ;  t h e  r e c e i v e r  c a t c h e s  o n l y  p a r t  o f  t h i s  e n e r g y

� D eterm ining a range is d eterm ining th e energy  loss d ep end ing on th e 
d istanc e

A  radio w av e em itted b y an access p oint w ill b e radiated in the air. If the antenna is said to 
b e om nidirectional, the signal w ill b e em itted in all directions, j ust lik e w hen throw ing a 
stone in w ater, w av es radiate in all directions from  the p oint w here the stone touched the 
w ater. If the antenna is directional, the b eam  w ill b e m ore focused.
B ut as it trav els aw ay from  the access p oint, it w ill b e affected b y the ob stacles it encounters 
on the w ay. D ep ending on the typ e of ob stacle, the effect w ill b e different.
E v en w ithout encountering any ob stacle, the first affect of w av e p rop agation is strength 
attenuation. T he attenuation of the signal strength on its w ay b etw een a sender and a 
receiv er is called F ree P a t h  L o s s . T he w ord “free” in the ex p ression refers to the fact that 
the loss of energy is sim p ly due to the distance, not to an ob stacle b lock ing the signal. T his 
w ord is v ery im p ortant as R F  engineers also talk  ab out P ath L oss w hich tak es into 
consideration other sources of loss.
K eep  in m ind that w hat causes free p ath loss is not the distance itself:  there is actually no 
p hysical reason w hy a signal w ould b e w eak er further aw ay” T he cause of the loss is 
actually the com b ination of tw o effects:

T he sender is one p oint, and the signal is sent around itself. T he energy has to b e 
distrib uted ov er a larger area (a larger circle) , b ut the am ount of energy originally 
sent does not change. T herefore, the am ount of energy av ailab le on each p oint of 
the circle is higher if the circle is sm all (less p oints)  than large (m ore p oints am ong 
w hich the energy has to b e div ided)
T he receiv er is not ex actly one p oint, and w ill receiv e an am ount of energy 
dep ending on its siz e:  a large antenna w ill collect m ore p oints of the circle than a 
sm all one. B ut the antenna w ill nev er b e ab le to p ick  up  m ore than a p ortion of the 
signal originally sent;  the rest of the energy sent w ill b e lost

T he com b ination of b oth factors causes free p ath loss. B ut if energy could b e em itted 
tow ards a single direction, and if the receiv er could catch 100% of that sent signal, there 
w ould not b e any loss at any distance as there w ould b e nothing along the p ath to ab sorb  any 
of the signal strength.
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A b so rptio n

� A b sorp tion takes energy  f rom  th e wav e
� T h is energy  is d issip ated  in h eat in th e ob stac le
� Wh en 1 0 0 %  of  th e energy  is taken,  th e wav e stop s
� T h e ef f ec t of  ab sorp tion is to red uc e am p litud e
� T h e signal is th eref ore less p owerf ul,  b ut keep s th e sam e wav elength  and  
f req uenc y

A s the signal trav els aw ay from  the access p oint, it w ill lose energy not only as free p ath 
loss b ut ev en m ore as p assing through different typ es of m aterial. E ach m aterial w ill tak e 
p art of the energy j ust lik e the cop p er cab le. In the air, dust and hum idity (w ater drop s)  w ill 
b e w arm ed up  b y the signal, thus w eak ening it.
T he signal also encounters other m aterials, such as w alls. A s the density of an ob stacle is 
usually higher than the air, a higher p rop ortion of the w av e energy is lost w hile crossing the 
ob stacle. T his is called a b s o rp t io n .
T his is som ething w hich can b e seen in ev eryday life:  w hen hearing conv ersations of p eop le 
in another room , the v oices are softer than they w ould b e if p eop le w ere talk ing at the sam e 
distance w ithout the w all, b ecause the w all ab sorb s p art of the w av e energy. T he w av e 
receiv ed b y an ear has the sam e freq uency and w av e length as originally em itted, b ut its 
am p litude (strength)  is low er.
If the ab sorp tion is high, i.e. 100% , then the w hole w av e stop s inside the ob stacle. If it is 
less than 100% , only p art of each gets to the receiv er. If it is too w eak , then the receiv er 
m ay not b e ab le to understand w hat w as sent, and w ill j ust hear “noise.”
A b sorp tion p lays a v ery im p ortant role in w ireless netw ork s as all b uildings are full of 
ob stacles!  B ut not all ob stacles w ill ab sorb  the signal in the sam e w ay:  a concrete w all w ill 
ab sorb  m ost of the signal energy, w hile a p laster w all w ill only ab sorb  a p ortion. 
A  com m on scenario sees a site surv ey conducted to p osition access p oints w hile the 
b uilding is em p ty. W hen the furniture is b rought in to the b uilding, the w ireless netw ork  
suddenly is not as efficient as it w as b efore:  new  ob stacles change the p attern.
C row ds also hav e an effect:  a site surv ey is done to cov er the area of a fair. W hen the fair 
effectiv ely starts, the cov erage m ay b e reduced as the hum an b ody is full of w ater, w hich 
ab sorb s the signal.
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R ef lectio n

� P art of  th e energy  is ref lec ted
� P art m ay  b e transm itted  
� T h e angle of  ref lec tion is th e sam e as th e initial angle
� Ref lec tion d ep end s on th e m aterial rough ness relativ e to th e wav elength  
and  th e angle

� A m p litud e h as no im p ac t

A b sorp tion has to b e tak en into consideration w hen designing a w ireless netw ork , b ut there 
is also another m aj or p henom enon that affects w ireless signals:  ref l ec t io n .
T he effect of a signal hitting an ob stacle dep ends on the nature of the ob stacle. F or 
ex am p le, p orous m aterials w ill ab sorb  p art of the energy, and rough m aterials (w here rough 
is relativ e to the w av elength)  tend to reflect it, w ith an angle eq ual to the one at w hich it 
w as receiv ed. R ough here refers to the surface tex ture. A  flat surface reflects the signal 
b ecause the w av e tends to b ounce uniform ly on it;  a m ore irregular tex ture, therefore 
“rough”, w ould p artly reflect the signal and p artly ab sorb  it.
T he q uantity of energy that w ill b e ab sorb ed, and then either transm itted through the 
m aterial to the other side of the ob stacle or reflected b ack  is dep endent on the angle at 
w hich the w av e w as receiv ed and the typ e of ob stacle. F or ex am p le, m etal cab inets w ill 
reflect m ore than carp et or p laster.
A  giv en ob stacle m ay not b e a source of reflection for a signal at one freq uency, b ut m ay b e 
a high source of reflection for the sam e signal sent at another freq uency. R eflection also 
dep ends on the freq uency:  “rough” is relativ e to the w av elength.
R eflection w ill then dep end on the angle at w hich the signal is receiv ed. T his also relates to 
“roughness.” T he intensity of the reflection off a w indow  w ill differ according to w hether a 
signal is receiv ed at an acute angle or if it hits at a low  angle.
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M ultipa th

� O c c urs wh en th e signal ref lec ts on surf ac es and
arriv es to th e rec eiv er at d if f erent tim es

� D elay ed  m ultip le c op ies of  th e sam e signal h it th e rec eiv er
� D ep end s on th e wav elength  and  th e p osition of  th e rec eiv er

A  m aj or effect of reflections on w ireless netw ork s is called m u l t ip a t h . W hen a signal is 
sent as a w av e, one p ortion of the w av e w ill trav el in a straight line from  the sender to the 
receiv er. T his p art is the m ain signal. B ut p art of the sam e w av e w ill hit ob stacles and b e 
reflected, som e of it tow ards the sam e receiv er. It w ill reach the sam e destination b ut 
slightly later, as this second w av e has to trav el a longer distance, b ecause it does not trav el 
in straight line. T he effect is that the first w av e, the m ain signal, w ill get m ix ed up  w ith its 
ow n reflection.
T his can cause m aj or p rob lem s in w ireless netw ork s. T he first effect is that the receiv ed 
signal is distorted and m ore difficult to understand. If the alteration is too great, the 
receiv ing station m ay not b e ab le to understand the signal at all, ev en if the sender is close 
and the signal strength good enough.
T he second effect is that the signal m ay actually b e w eak er than it should b e. T his refers to 
the notion of o u t  o f p h a s e resulting in dow nfade. P h a s e relates to the relationship  b etw een 
tw o signals at the sam e freq uency. A  w av e has its am p litude, w hich is the height of the 
crests. D ow nfade occurs w hen the difference b etw een the p rim ary w av e and secondary 
w av e signal is 121 to 17 9  degrees. 
If a signal is receiv ed tw ice ex actly at the sam e tim e b etw een the p rim ary and secondary 
w av es, the receiv er w ill get tw ice the p ositiv e energy (p ositiv e crest)  at the sam e instant, 
then tw ice the negativ e energy (negativ e crest)  at the sam e instant. T he result is that b oth 
w av es w ill add up  to tw ice the am p litude (energy)  than one single w av e. B oth signals are 
said to b e in  p h a s e resulting in up fade. W hile the final receiv ed signal lev el can nev er b e 
stronger than the original transm itted signal. H ow ev er, it is stronger than it w ould originally 
hav e b een at recep tion w ithout up fade. T he up fade occurs w hen the difference b etw een 
p rim ary and secondary w av e signal is 0 to 120 degrees.
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M ultipa th :  P h a se

� 2  signals are in p h ase wh en th eir c y c les c rests c oinc id e
� B eing out of  p h ase weakens b oth  signal or c anc el th em  if  am p litud e and  
wav elength  are th e sam e

B ut if b oth signals are not sent at ex actly the sam e tim e, the receiv er m ay get the first 
p ositiv e crest, then as it receiv es the first sub seq uent negativ e crest, it m ay receiv e the 
second p ositiv e crest, receiv ing a p ositiv e signal to w hich the sam e ex act negativ e signal is 
added results in a neutral signal, or no signal at all. 
T his is som ething that can b e seen in ev eryday life:  w hen using a noise cancellation 
headset. T his dev ice usually contains an electronic system  that detects, or cap tures, the 
surrounding noise as it gets close to the ear, and dynam ically p lays the op p osite w av e, w ith 
the sam e am p litude:  the result is silence.
T he signals are said to b e o u t  o f  p h a s e resulting in nulling, w ith an angle of 180 degrees. 
180 degrees angle m eans that w hen the high crest of the first signal reach the end p oint, the 
low  crest of the second signal reach the sam e end p oint, at the v ery sam e tim e. T hey are 
ex actly the op p osite, and the receiv er gets no signal (if b oth signals hav e the sam e 
am p litude and w av elength) .
M ost of the tim e, the difference b etw een b oth signals is not 180 degrees, w hich m eans that 
the receiv er does receiv e a signal, b ut the original signal is j am m ed b y the second one, or 
the third, or m ore, dep ending on how  m any reflected signals m ak e it to the p oint w here the 
receiv er is.
P hysical p osition is another k ey issue. W hen the source of reflection is a flat m etallic 
ceiling, reflection m ay occur in m ost p laces. B ut w hen it is a sm aller ob stacle, reflection 
w ill dep end on the relativ e p ositions of the sender and the receiv er… and on the 
w av elength:  a signal em itted w ith a longer w av elength w ill not hit the ob stacle at the ex act 
sam e p osition, and w ill therefore not b ounce in the sam e w ay. T he result is that a giv en 
signal at a giv en freq uency m ay b e v ery b adly affected b y reflections at a giv en p osition, 
w hile it w ill not b e affected at all a few  centim eters aw ay (rem em b er that the W i-F i 
w av elengths are a few  centim eters long) .
T his is som ething that can b e seen in ev eryday life:  as a car p ulls up  to a stop  sign, the 
driv er m ay notice static on the radio. B ut as they m ov e forw ard a few  inches or feet, the 
station starts to com e in m ore clearly. B y rolling forw ard, the antenna m ov es aw ay slightly 
from  the p oint w here the m ultip ath signals conv erge
A nother result is that a signal at a giv en freq uency m ay b e v ery b adly affected b y reflections 
at any giv en p osition, w hile it w ill not b e affected at all w hen at the sam e p osition b ut using 
another freq uency.
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� O c c urs wh en m ic ro p artic les d ev iate th e wav e in m ultip le d irec tions
� A f f ec ts sh orter wav elength s m ore th an longer ones
� C an weaken th e signal or b loc k it

Sca tterin g

R eflection relates to m aj or ob stacles, b ut it also occurs in the air itself. If the radio w av e and 
the air p articles could b e seen, it w ould show  that som e of them , such as dust or m icro drop s 
of w ater (hum idity) , w ould affect the w av e. T hese m ultip le reflections are describ ed as 
S c a t t erin g . 
S cattering w ill affect signal q uality as the receiv ed result w ill b e w eak er (b ecause p art of it 
w as reflected in other directions along the p ath)  and m ore diffuse (as m any of these m icro 
reflections m ay hit the receiv er) .
T he causes of scattering are not only dust and hum idity, b ut can also b e any other typ e of 
drop lets, b ub b les, density fluctuations, roughness of the surface on w hich a reflection m ay 
occur (p art of the signal w ill b e reflected in one m ain direction, p art of it in m any directions, 
thus scattered) , or cells in organism s (such as the hum an b ody) .
H ere, again, the effect of scattering w ill dep end on the freq uency. W hen crossing the sam e 
env ironm ent, som e freq uencies w ill b e highly scattered w hile som e others w ill b e m ostly 
unaffected.
S cattering can hav e tw o effects in w ireless netw ork s:
T he first effect is a degradation of the w av e strength and q uality at the receiv er. It is usually 
easy to p redict, as it is relativ ely consistent in the atm osp here. It is m ore com p lex  to 
determ ine in non-heterogeneous env ironm ents, for ex am p le:  in long range radio link s 
crossing highly p olluted urb an air.
T he second effect occurs w hen crossing unev en env ironm ents, such as tree leav es, or w hen 
reflecting off unev en surfaces such as m ov ing w ater or a rock y terrain. T he effect on the 
w av e at the receiv er w ill b e harder to p redict as it w ill dep end on how  the reflections 
occurred.
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R ef ra ctio n
� O c c urs wh en th e wav e p asses 
f rom  one m ed ium  to anoth er:  
d irec tion c h ange

� M inor ef f ec ts on ind oor networks
� C an h av e h igh  im p ac ts on outd oor 
long range links

A  final effect on a w av e is ref ra c t io n . R efraction occurs w hen the w av e changes direction. 
T his usually hap p ens w hen a w av e p asses from  one m edium  to another.
T his effect can b e seen w hen look ing at a sp oon or a straw  in a glass:  it look s as if it w as cut 
instead of b eing a continuous straight ob j ect inside and outside the glass. T he light goes 
through the liq uid and the glass itself and gets refracted. T he change of direction in the light 
b eam  creates this illusion.
R efraction can only hav e m inor effects on indoor netw ork s. It m ay affect m ore long range 
w ireless link s that cross areas of the atm osp here w ith different densities and hum idity. D rier 
air w ill typ ically b end the signal aw ay from  the earth, w hile m ore hum id air w ill b end it 
tow ards the earth.
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� N ec essary  f or good  signal transm ission
� E arth  c urv ature p lay s a role in outd oor links f rom  a f ew m iles ( d ep end s on 
transm itter and  rec eiv er elev ation

� V isual ob stac les m ay  or m ay  not p rev ent rad io line of  sigh t

L in e o f  Sig h t

A s a signal trav els in a straight line tow ards a receiv er, it w ill b e receiv ed in good condition 
if there is clear line of sight b etw een the sender and the receiv er. If there is an ob j ect in the 
p ath of the w av e, such as a tree or a b uilding, then the attenuation (ab sorp tion)  and other 
p henom ena w ill p rev ent com m unications from  occurring. 
F or an outdoor link  b eyond certain distances, the curv ature of the earth w ill also p lay a role:  
for a typ ical 6 -foot (183  cm )  p erson, the horiz on ap p ears at ab out 6  m iles (ab out 10 k m ) . Its 
disap p earance is determ ined b y the height of the ob serv er. If there are tw o 10-foot (3  
m eters)  structures, the top  of one w ill hav e a line-of-sight to the other up  to ab out 16  m iles 
(26  k m ) , b ut it w ill hav e m inim um  clearance at the horiz on p oint.
T his is w hy it is said that a signal w ill b e receiv ed in good condition if the receiv er is in the 
line of sight of the sender. B ut the line of sight m entioned here is the ra d io  l in e o f  s ig h t
m ore than the v isual line of sight. T hey are often close concep ts, b ut there m ay b e no line of 
sight, b ecause the antenna is hidden b ehind a light ob j ect such as roof tiles, and yet there 
w ill still b e radio line of sight b ecause the signal reaches the receiv er in a condition good 
enough for it to b e decoded. In som e ex trem e conditions, the signal m ay reflect on an ob j ect 
or the atm osp here and b e receiv ed in a p lace from  w hich the sender could not b e seen.
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F resn el Z o n e
� D eterm ines an area around  rad io line of  sigh t wh ere ref lec tions h av e m ost 
negativ e im p ac t on th e signal

� S h ould  b e at least 6 0 %  f ree f rom  ob stac les

T he radio line of sight, ev en w hen it m atches the m odel of straight line or v isual line of 
sight, is actually m ore than a sim p le line. If there are ob stacles, not on the p ath itself 
(understood as a direct line b etw een the sender and the receiv er)  b ut close to the p ath, the 
radio w av es reflecting off those ob j ects m ay arriv e out of p hase w ith the signals that trav el 
directly to the receiv er, w hich w ill then reduce the p ow er of the receiv ed signal or arriv e in 
or out of p hase. O b j ects and their reflections m ost com m only decrease the signal.
O ne w ay to m itigate these interferences is to ensure a m inim um  distance b etw een the direct 
line of the signal and the closest ob stacle;  b ut how  do w e calculate w hat this “m inim um  
distance” should b e?  It dep ends on the distance b etw een the tw o p oints and the freq uency of 
the signal, as indiv idual freq uencies w ill b e affected differently b y trav el through the air and 
b y reflections.
A ugustin F resnel (p ronounced fray-N E L L ) , a 19 th century p hysicist, p rov ided a m ethod to 
calculate w here reflections w ill b e in p hase and out of p hase around the direct line b etw een 
the sender and the receiv er. H e created the corresp onding “z ones.” In the first z one, closest 
to a direct line, reflections w ill cause signals that w ill b e 0 to 9 0 degrees out of p hase, thus 
negativ ely im p acting the signal. In the second z one, w hich stands around the first one, they 
w ill b e 9 0 to 27 0 degrees out of p hase, and in the third z one, they w ill b e 27 0 to 4 5 0 
degrees out of p hase and so on. O dd num b ered z ones are constructiv e and ev en num b ered 
z ones are destructiv e to the signal strength.
T heoretically, there are an infinite num b er of z ones, b ut the area of m ain concern is the first 
z one. It should b e k ep t largely free from  ob structions to av oid interfering w ith radio 
recep tion. H ow ev er, som e ob struction m ay b e accep tab le, b ut it is said that at least 6 0%  of 
this first z one should b e free from  any interference;  80%  free is recom m ended.
T he F resnel z one m ostly affects outdoor link s, w hen indoors;  distances are usually too short 
for it to b e a m aj or issue.
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R SSI  a n d  SN R

� RS S I  is th e signal strength  ind ic ator
� d B m  v alue transf orm ed  f rom  a a v end or d ep end ent grad ing c oef f ic ient
� U sually  negativ e v alue,  th e c loser to 0  th e b etter
� S N R is signal strength  relativ e to noise lev el
� T h e h igh er th e b etter

A s the R F  w av e m ay hav e b een affected b y ob stacles in its p ath, it is im p ortant to determ ine how  
m uch signal w ill b e receiv ed b y the other endp oint. If sender and receiv er are com p atib le dev ices 
(e.g. tw o b ridges, or an access p oint and a client W L A N  adap ter) the signal w ill p rob ab ly not b e 
too strong b ut it can b e too w eak  to b e heard or detected as an actual signal b y the receiv er.
T he v alue that indicates how  m uch p ow er is receiv ed is called R ec eived  S ig n a l  S t ren g t h  
I n d ic a t o r ( R S S I ) . It is usually ex p ressed in d B m (a unit of relativ e p ow er m easurem ent against 
m illiw att) .
C alculating the R S S I is a com p lex  p rob lem  since the receiv er does not k now  how  m uch p ow er 
w as originally sent. R S S I, therefore, ex p resses a relativ e v alue determ ined b y the receiv ing card 
w hile com p aring receiv ed p ack ets to each other.
T he R S S I is, in fact, a grade v alue, w hich can range from  0 (no signal or no reference)  to 25 5  
m ax . B ut m any v endors use a m ax im um  v alue low er than 25 5  (for ex am p le 100 or 6 0) . T he v alue 
is relativ e b ecause a m agnetic and electric field w ill b e receiv ed, and a transistor w ill transform  
them  into electric p ow er;  current is not directly receiv ed. H ow  m uch electric p ow er can b e 
generated dep ends on the receiv ed field as w ell as the circuit that transform s it into current.
F rom  this grade v alue an “eq uiv alent dB m ” is disp layed, w hich here, again, dep ends on the 
v endor. If a v endor determ ined that R S S I for a card w ould range from  0 to 100, 0 b eing 
rep resented as -9 5  dB m  and 100 as -15  dB m , and if another one determ ined that 0 to 6 0 w ould b e 
used, 0 b eing – 9 2 dB m  and 6 0 b eing – 12 dB m , you could not really com p are p ow ers w hen 
reading R S S I =  - 3 5  dB m  on one v endor and R S S I =  -28 dB m  on the second v endor.
T herefore, R S S I is not a m eans of com p aring cards, b ut m ore a w ay to help  understand, card b y 
card, how  strong a receiv ed signal is relativ e to itself in different locations. T his is useful for 
troub leshooting or w hen com p aring sam e v endor cards v alues. O n C isco cards the utility w ill also 
disp lay a grading of the R S S I (such as good, p oor, etc) .
M easuring the strength of the signal is one m etric. A nother im p ortant m etric is the S N R , or 
s ig n a l -t o -n o is e ra t io . S N R  determ ines how  m uch stronger the signal is than the surrounding 
noise;  the higher the S N R , the b etter.
A s the S N R  is b uilt on the R S S I (it com p ares R S S I lev el to noise lev el) , it is also a relativ e v alue. 
It determ ines the ab ility of the receiv er to read the receiv ed signal and decode its z eros and ones. 
T his is w hy the S N R  is generally seen as m ore univ ersal than the R S S I.
A  good S N R  dep ends on the R S S I. In other w ords, a relativ ely low S N R  is accep tab le if the 
env ironm ent is glob ally q uiet, b ut it tak es a higher S N R  in a noisy env ironm ent.
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Summa ry
� The wireless spectrum expresses the range of radio waves
� F req uency  is how often the same cy cle repeats per second 
� W avelength is the distance of the same points in a signal cy cle
� A mplitude is how strong the signal is,  and how high the wave
� O nce radiated,  some energy  will b e lost as the signal spreads,  
incurring F ree P ath L oss

� A s the signal goes through ob stacles,  ab sorption weak ens it
� I t can also b ounce on ob j ects,  which is reflection
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Summa ry  ( co n t. )
� W hen reflection occurs and several signals arrive at the receiver,  
a multipath issue occurs

� S cattering occurs when the signal is reflected in many  directions 
b y  small ob stacles 

� R efraction occurs when the signal goes from one medium to 
another and changes direction 

� F or a signal to b e transmitted in good conditions,  radio line of
sight should exist b etween endpoints

� A round the line of sight,  a z one,  the first F resnel z one,  should b e 
mostly  free from ob stacles

� R S S I  will determine received signal strength and S N R  the signal-
to-noise ratio at the receiver 
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